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(57) ABSTRACT

An aspect provides a method, including: gathering, with an
information handling device, client system identification data
of a client system; providing, with the information handling
device, the client system with at least one cryptographic key;
transmitting, with the information handling device, the client
system identification data and a request for security policy
override to a third party; receiving, with the information
handling device, encrypted approval data from the third party;
and transmitting, with the information handling device,
encrypted approval data to the client system. Other aspects
are described and claimed.

20 Claims, 3 Drawing Sheets
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1
TARGETED SECURITY POLICY OVERRIDE

BACKGROUND

Configuration of security settings throughout an enterprise
environment has been a more common customer require-
ment, e.g., with the adoption of later WINDOWS operating
systems. After enterprise computing systems (e.g., desktop
computers) have been deployed in an enterprise environment
to their user community, the enterprise administrators may
want to deploy new software or features which might require
modifications to the security settings on each individual com-
puter system. Enterprise administrators also may have a
requirement to modify other computer security settings.

In order to modity these settings without manually touch-
ing each of these computers, the administrator would prefer to
utilize a software distribution and management system to
schedule the implementation of these security settings. In
most cases, each of the target computers would require a
supervisor or administrator password to be installed on each
of'these systems. The administrator would thus in turn need to
know this password in order to apply these security settings.
If these computers do not have a supervisor or administrator
password, it must be set in order to apply these security
settings. A problem is that this password cannot be set in an
operational environment (e.g., WINDOWS operating envi-
ronment) without exposing the computer systems to denial-
of-service attacks by a malicious individual.

BRIEF SUMMARY

In summary, one aspect provides a method, comprising:
gathering, with an information handling device, client system
identification data of a client system; providing, with the
information handling device, the client system with at least
one cryptographic key; transmitting, with the information
handling device, the client system identification data and a
request for security policy override to a third party; receiving,
with the information handling device, encrypted approval
data from the third party; and transmitting, with the informa-
tion handling device, encrypted approval data to the client
system.

Another aspect provides an information handling device,
comprising: one or more processors; and a memory opera-
tively coupled to the one or more processors that stores
instructions executable by the one or more processors to
perform acts comprising: gathering client system identifica-
tion data of a client system; providing the client system with
at least one cryptographic key; transmitting the client system
identification data and a request for security policy overrideto
athird party; receiving encrypted approval data from the third
party; and transmitting encrypted approval data to the client
system.

A further aspect provides a program product, comprising:
a storage medium having computer program code embodied
therewith, the computer program code comprising: computer
program code configured to gather, with an information han-
dling device, client system identification data of a client sys-
tem; computer program code configured to provide, with the
information handling device, the client system with at least
one cryptographic key; computer program code configured to
transmit, with the information handling device, the client
system identification data and a request for security policy
override to a third party; computer program code configured
to receive, with the information handling device, encrypted
approval data from the third party; and computer program
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code configured to transmit, with the information handling
device, encrypted approval data to the client system.

The foregoing is a summary and thus may contain simpli-
fications, generalizations, and omissions of detail; conse-
quently, those skilled in the art will appreciate that the sum-
mary is illustrative only and is not intended to be in any way
limiting.

For a better understanding of the embodiments, together
with other and further features and advantages thereof, refer-
ence is made to the following description, taken in conjunc-
tion with the accompanying drawings. The scope of the inven-
tion will be pointed out in the appended claims.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 illustrates an example information handling device
and components thereof.

FIG. 2 illustrates an example targeted security policy over-
ride operating environment.

FIG. 3 illustrates an example method of targeted security
policy override.

DETAILED DESCRIPTION

It will be readily understood that the components of the
embodiments, as generally described and illustrated in the
figures herein, may be arranged and designed in a wide vari-
ety of different configurations in addition to the described
example embodiments. Thus, the following more detailed
description of the example embodiments, as represented in
the figures, is not intended to limit the scope of the embodi-
ments, as claimed, but is merely representative of example
embodiments.

Reference throughout this specification to “one embodi-
ment” or “an embodiment™ (or the like) means that a particu-
lar feature, structure, or characteristic described in connec-
tion with the embodiment is included in at least one
embodiment. Thus, the appearance of the phrases “in one
embodiment” or “in an embodiment” or the like in various
places throughout this specification are not necessarily all
referring to the same embodiment.

Furthermore, the described features, structures, or charac-
teristics may be combined in any suitable manner in one or
more embodiments. In the following description, numerous
specific details are provided to give a thorough understanding
of embodiments. One skilled in the relevant art will recog-
nize, however, that the various embodiments can be practiced
without one or more of the specific details, or with other
methods, components, materials, et cetera. In other instances,
well known structures, materials, or operations are not shown
or described in detail to avoid obfuscation.

After enterprise computing systems (e.g., desktop comput-
ers) have been deployed in an enterprise environment to their
user community, the enterprise administrators may want to
make changes to the systems that require modifications to the
security settings on each individual system. Currently, there
are a number of potential solutions; however, none of these
solutions are acceptable to the end customer.

First, an administrator may manually set the password on
each system. This requires someone to manually touch each
system to set the password. Since this would be a tightly
controlled, common password, this approach requires some-
one from the enterprise administrator site to perform this
function, which is costly and time consuming.

The password(s) necessary may be set as part of the manu-
facturing process. One drawback to this solution is the addi-
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tional cost incurred by the customer for each system to be
manufactured in a special way. In addition, this does not
resolve the problem that is encountered when a need for the
password is discovered after the systems have been manufac-
tured.

A special password enabled BIOS or tool may be made
available to allow the password to be set on the target systems.
One difficulty with this approach is that a special BIOS would
be required for each different computer model. Additionally,
the required sequence of operations and number of system
reboots makes this approach difficult to implement. Further-
more, it is difficult to control a special BIOS or tool so that it
does not fall into the hands of a malicious individual.

Accordingly, an embodiment provides a solution in which
a secure method of overriding security settings on a client
system is provided without exposing all customers to a poten-
tial breach in security. In an embodiment, the enterprise
administrator, from a central site, enables the supervisor or
administrator BIOS password in the WINDOWS environ-
ment. This procedure may be used to override any BIOS
imposed security process existing on the client system.

The illustrated example embodiments will be best under-
stood by reference to the figures. The following description is
intended only by way of example, and simply illustrates cer-
tain example embodiments.

FIG. 1 depicts a block diagram of one example of infor-
mation handling device circuits, circuitry or components. The
example depicted in FIG. 1 may correspond to computing
systems such as the THINKPAD series of personal computers
sold by Lenovo (US) Inc. of Morrisville, N.C., or other
devices. As is apparent from the description herein, embodi-
ments may include other features or only some of the features
of the example illustrated in FIG. 1.

The example of FIG. 1 includes a so-called chipset 110 (a
group of integrated circuits, or chips, that work together,
chipsets) with an architecture that may vary depending on
manufacturer (for example, INTEL, AMD, ARM, etc.). The
architecture of the chipset 110 includes a core and memory
control group 120 and an I/O controller hub 150 that
exchanges information (for example, data, signals, com-
mands, et cetera) via a direct management interface (DMI)
142 or a link controller 144. In FIG. 1, the DMI 142 is a
chip-to-chip interface (sometimes referred to as being a link
between a “northbridge” and a “southbridge™). The core and
memory control group 120 include one or more processors
122 (for example, single or multi-core) and a memory con-
troller hub 126 that exchange information via a front side bus
(FSB) 124; noting that components of the group 120 may be
integrated in a chip that supplants the conventional “north-
bridge” style architecture.

In FIG. 1, the memory controller hub 126 interfaces with
memory 140 (for example, to provide support for a type of
RAM that may be referred to as “system memory” or
“memory”). The memory controller hub 126 further includes
a LVDS interface 132 for a display device 192 (for example,
a CRT, a flat panel, touch screen, et cetera). A block 138
includes some technologies that may be supported via the
LVDS interface 132 (for example, serial digital video, HDMI/
DVI, display port). The memory controller hub 126 also
includes a PCI-express interface (PCI-E) 134 that may sup-
port discrete graphics 136.

In FIG. 1, the I/O hub controller 150 includes a SATA
interface 151 (for example, for HDDs, SDDs, 180 et cetera),
a PCI-E interface 152 (for example, for wireless connections
182), a USB interface 153 (for example, for devices 184 such
as a digitizer, keyboard, mice, cameras, phones, micro-
phones, storage, other connected devices, et cetera), a net-
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work interface 154 (for example, LAN), a GPIO interface
155, a LPC interface 170 (for ASICs 171, a TPM 172, a super
1/0 173, a firmware hub 174, BIOS support 175 as well as
various types of memory 176 such as ROM 177, Flash 178,
and NVRAM 179), a power management interface 161, a
clock generator interface 162, an audio interface 163 (for
example, for speakers 194), a TCO interface 164, a system
management bus interface 165, and SPI Flash 166, which can
include BIOS 168 and boot code 190. The 1/O hub controller
150 may include gigabit Ethernet support.

The system, upon power on, may be configured to execute
boot code 190 for the BIOS 168, as stored within the SPI
Flash 166, and thereafter processes data under the control of
one or more operating systems and application software (for
example, stored in system memory 140). An operating system
may be stored in any of a variety of locations and accessed, for
example, according to instructions of the BIOS 168. As
described herein, a device may include fewer or more features
than shown in the system of FIG. 1.

Information handling devices (“devices”), as for example
outlined in FIG. 1, may include user devices or client systems
in an enterprise setting, such as a laptop or desktop computing
system. These client systems or devices may be the subject of
security policy overrides, as further described herein.

Referring to FIG. 2, an example operating environment for
targeted security policy override is illustrated. The example
operating environment includes client systems 210, e.g.,
enterprise desktop computing systems connected via network
to one or more administrative systems 220, e.g., a remote site
used for management of the enterprise client systems 210.
The example operating environment further includes a third
party system 230, e.g., a trusted third party used for security
purposes, for example a device manufacturer.

As will be understood by further review of'this description,
the operating environment may include more or fewer devices
than illustrated in the example operating environment of F1G.
2. For example, the devices of FIG. 2 may be consolidated to
fewer devices, e.g., an administrative system 220 and a third
party system 230 may be combined. Moreover, while certain
terms have been adopted (e.g., administrative system, third
party system), these are given only by way of example and
may be modified as is appropriate. For example, the admin-
istrative system 220 may not be physically remote, and other
device(s) may be used, so long as the functionality ascribed to
the particular device is accomplished and is commensurate
with this disclosure.

Turning to FIG. 3, an example process for targeted security
policy override is illustrated. The example process focuses on
a BIOS security policy override and includes the following
example steps. At 310 a client system is initialized for secu-
rity policy override. For example, running a utility at a central
cite (e.g., an administrative system 220), unique data is gath-
ered from the client devices (e.g., client systems 210). For
example, the utility may collect client descriptive data (e.g.,
machine type, model, serial number, etc., referred to herein as
“SMBIOS data”). The SMBIOS data describes the particular
machine; however, since this data may be changed by the
user, it is may be used simply as an indicator of which system
is associated with a requested security policy change. In other
words, there is no particular security relevance to this
SMBIOS data.

The utility may further collect data that is unique to the
hardware of the client system (referred to herein as “HDR_U-
nique”). For example, a client system has a unique number
initialized in hardware and only available to the BIOS. In an
example, the utility hashes this number with a random num-
ber (referred to herein as “Random_Number”—sent or made
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available to the BIOS, as further described herein). This num-
ber is only known to the client system so as to prevent a replay
attack. Other information may be collected in addition to orin
lieu of this information, so long as the information is suffi-
cient to identify the client system in a targeted/unique way
with security.

As part of initializing the client system at 310, the utility
sends to the BIOS of the client system a user key that will be
used in a later step. The user key may include for example a
symmetric key (referred to herein as “User_Key”). This
example of a symmetric key is non-limiting, as other crypto-
graphic techniques may be employed. As above, the Ran-
dom__ Number (referred to above to prevent replay attack) is
sent to the client system.

At 320, data required for the security policy override is
gathered. For example, an embodiment takes the data
retrieved from the client system and generates a unique
unlock key for the particular client system. The data may be
authenticated at the client that the user requested the change
in order to validate the requested change. In an embodiment,
anunlock key (referred to herein as “Unlock_key”) to be used
later to unlock client is generated, e.g., Unlock_key=Hash
(SMBIOS  datalHWR_UniquelRandom_Number).  This
Unlock_key may be encrypted.

At 330, this encrypted data may be sent to a third party
system for confirmation. Thus, a third party system (e.g., a
service provided by a client system manufacturer) may
receive the following data for each client system to be over-
ridden: Encrypted_Unlock_Key; and SMBIOS data. Thus,
the unlock key (or a plurality of unlock keys in the event of
more than one client system being overridden) is/are sent
back to a third party system (e.g., a manufacturer of the
devices) with a request to override security thereof.

At 340, the third party system encrypts the unlock key(s)
with a private key and the User_Key (held by the third party
and by the client system(s), as described herein in connection
with step 310). Therefore, the third party system encrypts the
client data (client system data of client system requesting the
change). This step insures the third party system approves of
the override transaction.

The encrypted data from the third party system is referred
to herein as “Approval_data”. This Approval_data may
include information regarding the policy to be overridden,
such as attributes of the security policy to be overridden (e.g.,
portions of the BIOS affected, referred to herein as “Policy_
Override_Attributes”). For example, an embodiment
encrypts [Unlock_Keyl|Policy_Override_Attributes] with
User_Key (and a private key in the example of private/public
key encryption). This also helps ensure that the end user
actually approved the transaction.

This Approval_data, along with client identifiers (e.g.,
SMBIOS data) is sent back to the requester (e.g., administra-
tive system 220), and the Approval_data is forwarded to the
particular client system(s) (e.g., using the SMBIOS data),
which in turn may be used by the client system to override the
resident security policy. Thus, SMBIOS data is an indicator of
which system(s) Approval_data can be applied to.

Thus, at 350, the encrypted unlock key(s) (with the appro-
priate attributes, if any) are transmitted from the third party
system back to the requester. In step 360, at a client system,
the encrypted unlock keys are presented to the BIOS of the
client system. The BIOS of the client system, since it has all
of the data collected in step 310, a public key, and has the
User_Key established in step 210, decrypts the unlock key(s)
and establishes whether the request is legitimate (e.g., by
verifying the decrypted unlock key matches client system
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information gathered in step 210). If legitimate, the BIOS of
the client system permits override of security policy of the
BIOS.

For example, at the client system, a utility of the client
system validates SMBIOS data, as this request is unique only
for the targeted client system. If SMBIOS data is valid
(matches the particular client system in question), the client
utility sends Approval_data to the BIOS. For example,
Approval_data may be sent to the BIOS by SMI or via BIOS
mailbox message. The client system can validate the received
request by determining if:

Encrypted_Unlock_Key=decrypted

Third_Party_Public_Key)

and

Unlock_KeylIPolicy_Override_Attributes=Decrypted

(Encrypted_Unlock_Key, User_Key)

The client BIOS can validate Unlock_Key as it has all the
data that originally utilized to generate this data value. If
validated, BIOS can then allow the requested policy overrides
to be implemented.

An advantage of this process is that it targets the override(s)
only to the client(s) that are specified by the requesting cus-
tomer, e.g., by virtue of the client specific information
involved. This does not expose other users to the override,
which is a fragility of existing solutions, as described herein.

In brief recapitulation, an embodiment runs a utility which
gathers unique data from the client system. For example, the
utility collects the following: Hash of data unique for the
client system (e.g., a machine descriptor); and, a random
number (which may be saved on the client system). In addi-
tion to gathering the this client system data, the utility sends
to the BIOS of'the client system a user key which will be used
in a latter decryption step by the client system. The utility
takes the data gathered with respect to the client system and
generates a unique unlock key for this particular client sys-
tem. A list of such unlock keys are then sent to a third party
with a request to override security policy. The third party
encrypts this list with a private key held by the third and by the
user key (held by the client system). In addition, the third
party may add attributes the unlock key list (e.g., so that only
targeted areas of the BIOS can be overridden. The “signed”
list (with the appropriate utilities, if any) then may be sent
back to the requesting customer (e.g., administrator). At the
client systems, an additional utility may present the signed list
to the BIOS. The BIOS of each client system, since it has all
of'the data collected in the initial process, a public key, and the
user key, is enabled to decrypt the list and establish whether
the request is legitimate. If so, the BIOS allows override(s) of
security procedures.

As will be readily understood by those of ordinary skill in
the relevant art, embodiments provide methods to override
BIOS security in a targeted manner in an enterprise setting.
The various mechanisms for security override result in the
ability for system administrators to confidently complete
multiple security overrides in enterprise systems, allowing
for, e.g., convenient updating of software normally secured
by BIOS security measures that require manual intervention.
The embodiments described herein therefor provide benefits
to the administrative user(s) by allowing remote override of
BIOS security mechanisms for convenient management of
enterprise client devices in a targeted way.

While the various example embodiments have been
described in connection with personal computing devices
such as desktop computers in an enterprise setting, these were
provided as non-limiting examples. Accordingly, while spe-
cific example embodiments have been described that may be
used to override BIOS security policy in enterprise desktop

(Approval_Data,
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computing systems, similar advantages will be apparent to
those having ordinary skill in the art when the features of
various embodiments are applied in similar contexts. Simi-
larly, although examples involving overriding BIOS security
desktop computing devices have been used in the description,
embodiments may be utilized in connection with other types
of devices and in other security settings, for example, to
override similar security policies in other operating environ-
ments and in other devices.

It will also be understood that the various embodiments
may be implemented in one or more information handling
devices configured appropriately to execute program instruc-
tions consistent with the functionality of the embodiments as
described herein. In this regard, FIG. 1 illustrates a non-
limiting example of such a device and components thereof.

As will be appreciated by one skilled in the art, various
aspects may be embodied as a system, method or device
program product. Accordingly, aspects may take the form of
an entirely hardware embodiment or an embodiment includ-
ing software that may all generally be referred to herein as a
“circuit,” “module” or “system.” Furthermore, aspects may
take the form of a device program product embodied in one or
more device readable medium(s) having device readable pro-
gram code embodied therewith.

Any combination of one or more non-signal device read-
able medium(s) may be utilized. The non-signal medium may
be a storage medium. A storage medium may be, for example,
an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples of a
storage medium would include the following: a portable com-
puter diskette, a hard disk, a random access memory (RAM),
aread-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing.

Program code embodied on a storage medium may be
transmitted using any appropriate medium, including but not
limited to wireless, wireline, optical fiber cable, RF, et cetera,
or any suitable combination of the foregoing.

Program code for carrying out operations may be written in
any combination of one or more programming languages.
The program code may execute entirely on a single device,
partly on a single device, as a stand-alone software package,
partly on single device and partly on another device, or
entirely on the other device. In some cases, the devices may be
connected through any type of connection or network, includ-
ing a local area network (LAN) or a wide area network
(WAN), or the connection may be made through other devices
(for example, through the Internet using an Internet Service
Provider) or through a hard wire connection, such as over a
USB connection.

Aspects are described herein with reference to the figures,
which illustrate example methods, devices and program prod-
ucts according to various example embodiments. It will be
understood that the actions and functionality illustrated may
be implemented at least in part by program instructions.
These program instructions may be provided to a processor of
a general purpose information handling device, a special pur-
pose information handling device, or other programmable
data processing device or information handling device to
produce a machine, such that the instructions, which execute
via a processor of the device implement the functions/acts
specified.

The program instructions may also be stored in a device
readable medium that can direct a device to function in a
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particular manner, such that the instructions stored in the
device readable medium produce an article of manufacture
including instructions which implement the function/act
specified.

The program instructions may also be loaded onto a device
to cause a series of operational steps to be performed on the
device to produce a device implemented process such that the
instructions which execute on the device provide processes
for implementing the functions/acts specified.

This disclosure has been presented for purposes of illus-
tration and description but is not intended to be exhaustive or
limiting. Many modifications and variations will be apparent
to those of ordinary skill in the art. The example embodiments
were chosen and described in order to explain principles and
practical application, and to enable others of ordinary skill in
the art to understand the disclosure for various embodiments
with various modifications as are suited to the particular use
contemplated.

Thus, although illustrative example embodiments have
been described herein with reference to the accompanying
figures, it is to be understood that this description is not
limiting and that various other changes and modifications
may be affected therein by one skilled in the art without
departing from the scope or spirit of the disclosure.

What is claimed is:

1. A method, comprising:

gathering, with an information handling device, client sys-

tem identification data of a client system;

providing, with the information handling device, the client

system with at least one cryptographic key;

generating, with the information handling device, an

unlock key;

transmitting, with the information handling device, the

client system identification data, the unlock key, and a
request to a third party system;
receiving, with the information handling device, encrypted
approval data from the third party system; and

transmitting, with the information handling device,
encrypted approval data, comprising the unlock key, to
the client system, wherein the encrypted approval data,
if legitimate, allows overriding of a security policy of
targeted areas of a low-level control program of the
client system.

2. The method of claim 1, wherein the at least one crypto-
graphic key provides the client system a decryption capability
for decrypting the encrypted approval data.

3. The method of claim 1, wherein the encrypted approval
data further comprises security policy attributes indicative of
permitted security policy changes.

4. The method of claim 1, wherein the encrypted approval
data is encrypted by the third party using the at least one
cryptographic key provided to the client system.

5. The method of claim 4, wherein the encrypted approval
data is encrypted by the third party using at least one addi-
tional key.

6. The method of claim 5, wherein the at least one addi-
tional key is a private key of a public/private key pair.

7. The method of claim 1, wherein the client system iden-
tification data comprises a client system hardware identifica-
tion.

8. The method of claim 7, wherein the client system hard-
ware identification comprises one or more of a machine type,
a model number and a serial number.

9. The method of claim 1, wherein the client system com-
prises an enterprise computing system, wherein the informa-
tion handling device comprises an enterprise administrative
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system, and wherein the third party comprises a third party
system operated by a manufacturer of the client system.

10. The method of claim 1, wherein the encrypted approval
data from the third party further comprises one or more added
attributes such that only targeted areas of a Basic Input/Out-
put System (BIOS) of the client system can be overridden.

11. An information handling device, comprising:

one or more processors; and

a memory operatively coupled to the one or more proces-

sors that stores instructions executable by the one or
more processors to perform acts comprising:

gathering client system identification data of a client sys-

tem;

providing the client system with at least one cryptographic

key;

generating an unlock key;

transmitting the client system identification data, the

unlock key, and a request to a third party system;
receiving encrypted approval data from the third party
system; and

transmitting encrypted approval data, comprising the

unlock key to the client system, wherein the encrypted
approval data, if legitimate, allows overriding of a secu-
rity policy of targeted areas of a low-level control pro-
gram of the client system.

12. The information handling device of claim 11, wherein
the at least one cryptographic key provides the client system
a decryption capability for decrypting the encrypted approval
data.

13. The information handling device of claim 11, wherein
the encrypted approval data further comprises security policy
attributes indicative of permitted security policy changes.

14. The information handling device of claim 11, wherein
the encrypted approval data is encrypted by the third party
using the at least one cryptographic key provided to the client
system.

15. The information handling device of claim 14, wherein
the encrypted approval data is encrypted by the third party
using at least one additional key.
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16. The information handling device of claim 15, wherein
the at least one additional key is a private key of a public/
private key pair.
17. The information handling device of claim 11, wherein
the client system identification data comprises a client system
hardware identification.
18. The information handling device of claim 17, wherein
the client system hardware identification comprises one or
more of a machine type, a model number and a serial number.
19. The information handling device of claim 11, wherein
the client system comprises an enterprise computing system,
wherein the information handling device comprises an enter-
prise administrative system, and wherein the third party com-
prises a third party system operated by a manufacturer of the
client system.
20. A program product, comprising:
a storage device having computer program code embodied
therewith, the computer program code comprising:

computer program code that gathers, with an information
handling device, client system identification data of a
client system;

computer program code that provides, with the information

handling device, the client system with at least one cryp-
tographic key;

computer program code that generates, with the informa-

tion handling device, an unlock key;

computer program code that transmits, with the informa-

tion handling device, the client system identification
data, the unlock key, and a request to a third party sys-
tem;

computer program code that receives, with the information

handling device, encrypted approval data from the third
party system; and

computer program code that transmits, with the informa-

tion handling device, encrypted approval data, compris-
ing the unlock key to the client system, wherein the
encrypted approval data, if legitimate, allows overriding
of a security policy of targeted areas of a low-level
control program of the client system.
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